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ABSTRACT

As APT attacks become more frequent and sophisticated, not only the advancement of the security systems but also the
competence of the cybersecurity officers of each institution that operates them is becoming increasingly important. In a
large-scale cyber defence exercise with many blue teams participating and many systems to simulate and defend against, it
should be possible to simulate attacks to generate various attack patterns, network payloads, and system events. However, if
one RT framework is used, there is a limitation that it can be easily detected by the blue team. In the case of operating
multiple RT frameworks, a lot of time and effort by experts for exercise setup and operation for each framework is
required. In this paper, we propose iRF(integrated RT framework) that can automatically operate large-scale cyber defence
exercise by integrating a number of open RT frameworks and RT frameworks created by ourselves.
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Table 1. Comparison of RT Framework(4)
C2 Server Language Agent Language Multi-User Ul API
Apfell Python Python @) Web O
Caldera Python Go O Web o)
Cobalt Strike Java Java O GUI X
Covenant C# C# o} Web 0
Dali Python Python X CLI X
Empire Python2 PowerShell X GUI @)
EvilOSX Python Python X GUI X
Faction C2 NET NET o} Web 0
FlyingAFalseFlag Python C++ X CLI X
godoh Go Go X CLI X
ibombshell Python Powershell X CLI X
INNUENDO Python Python @) Web O
Koadic C3 Python JScript/VBScript X GUI X
MacShellSwift Python Swift X CLI X
Metasploit Ruby C/Java/PHP/Python o} CLI 0
Merlin Go Go X GUI X
Nuages Python C# 0 GUI e)
Octopus Python Powershell X GUI X
PoshC2 Python PowerShell/C#/Python o} CLI o
Prismatica Javascript/Python JScript/. NET/Rust ¢} GUI 0
PowerHub Python PowerShell @) Web X
Red Team Toolkit Python C++ X CLI X
ReverseTCPShell PowerShell PowerShell X CLI X
SCYTHE Python C @) Web O
SilentTrinity Python IronPython @) CLI X
Sliver Go Go ¢} CLI X
Trevor C2 Python Python/PowerShell X CLI X
Weasel Python Python X CLI X
RT =Z&#d9)=ll= Metasploit, Cobalt 2.2 S8 RT Za{i30l 24

Strike, Empire, Caldera, Apfell 52| A& =
= 78 E7E5°] lrH4).

o]
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& s
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By WS salshr] Sfs o

ZhdAE 29 A AEA|A] 97 AL Zo] Lozt 718k}, RT+ CLI(Command Line Interface)

A 23 08 s34 So| 74 Tl Al ¥+ GUI(Graphical User Interface)& 53l

Hla AdE AFgste] RT ZHd9as AHE o dle|H Eellx] 33 S-S AAI} dubow

A3 2 Qo] ule} A3 & QEE A Lakch EDR, SIEM %9 ¥t &34 AF H2Edd=
[e}

A9 |
3 ot 39 54

HTTP/S
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A9 25 vladch4). 53 API A1F ol [ pe comman e —
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Fig. 2. Single RT Framework (Model 1)
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Fig. 3. Multiple RT Frameworks (Model 2)
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Fig. 4. Integrated RT Frameworks (Model 3)
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delzEe] 79 CLI del@ AAzE =3 A8 7 Al 2 BT ke W] dHE 5 2 Bt
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Fig. 5. An Example of Intrusion Chain
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Az e el 34 A FHE 9T AR

zd

249} Table 2% Fig.59 54 Aal 74 <ol ;28 %ﬁetﬁlist()é ;

s - _ = o= oreach c2info € ¢2s do
AR 7Nl e A ARE ZAR. if is_api_supplied(c2info) then
°—i€ 7| ]E}‘: o} TEST CASE % xgst while (true) do

2 token < get, token(c2info):
agents < get, agents(c2info, token):
foreach agent € agents do

£ &4, Dlscovery XL%F% A% A W = if is new(agent) then
Process Discovery 7|19 7 "tasklist” 4% reg%SteLafeéﬁl(a(gent)t:)_
N assign_schedule(agent);
& E ST 4R AR A9 e
‘Get-Process” "3, =& "WMIC" #H3L 53 set, agent, lastseentime(agent, current, time):
238 2 9t} commands < get_scheduled commands(agent):
N 5 o omo sl s e foreach command & commands do
A A FARE SRS dee s execute_command(c2info, agent, command,
7] $l8 g FAHA] REE dp= 7o) F83) token):
t}. 22t} RTS A-Sos BT e 2 uho] 3 set_command fetched state(agent, command)
e end
=S 7] 98] dA 7|7k vkEA o7 8= Ao sleep(time)
FQslc), 7] gA]e Aldsitele 123} FAd| commands <
A g TA oMlE 2o 24 vEYT =g get, fetched state commands(agent):
B s ] ) foreach command € commands do
2 W3, [PS(Intrusion Prevention result < get, command result(c2info, agent,
System) &1 ¥4 5& E3) =% 4 wlo]E 43 command, token):
sha 27} 24 Aol ek 2 Atk L3 4 o) set, result(agent, command, result):
end
on AL JaA] @& 5 ok olE HdE Asst end
= 34 Al AA 2 ukE end
{RFGlA C28E Agent %32 ol 55 o
39 2AF e 1 Ak Bk A
= A4 o A g}, Fig. 7. Algorithms of Agents Command Control

Table. 2. MITRE ATT&CK Techniques and Test Cases Included in Fig.5.

Phase Technique Test Case
Initial Access T1195 - Supply Chain Compromise | Supply Chain Compromise(Korean SW #1)
Defense Evasion T1218 . Signed Binary Proxy Process Creation Using HTA
Execution
Persistence T1543 = Create or Modify System Windows Service
Process
Defense Evasion T1055 - Process Injection Process Injection via PowerSploit
Discovery T1057 - Process Discovery Process Discovery - tasklist
Discovery T1083 - File and Directory Discovery | File and Directory Discovery
Execution 11047 - Wlndows Management WMI Reconnaissance Processes
Instrumentation
Discovery T1135 - Network Share Discovery pr(f;lvgik Share  Discovery command
Exfiltration T1041 - Exfiltration Over Extract sensitive data over established
Command and Control Channel HTTP C2
Defense Evasion 71202 i Indirect Command Indirect Command Execution
Execution
Command & Control | T1071 - Application Layer Protocol Empire Default Beacon HTTP payload
over tcp/80
Discovery T1087 - Account Discovery NET Commmands
Impact T1486 - Data Encrypted for Impact | Encrypt a Large Amount of Files
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A Asta 2 3 435 3d w= DB A%
g} iRF= F71dez Wy 2355 02 Avs
oAl eAsta, AR AFES DBell At
BTe] wojdhg A3 A gets 9faf olo]d e}
WES fetchdtdy 1 235 Wk A5 (A3 41

|

|

3 fetch 3kA %< 4
sto] FABIES FHEITH

Fig.8% Fig.9%= 27 a70 C2 Ao A=l
deldEe] Wy F3 Az sds} jRFe A"
de]de we 8 A3 % Flolrh. RT+=
Fig.8% 22 g 87] 98l 7 C2 AW A|~H
o] & wv GUIC Aste] Wa 8 A3E &
& FQ gle] Fig.9¢t #o] iRF 4B oA
BT A28 Agentd w2l Sal Aas mujele
sta, BTO Wol Aelg zhetste] 34 ubE 371,
A ZAE 93 A9 T THoE AAE 4 9l
ok &, BT7F A3 945 X & UHE A ZAE

= agent.log [Read-Only]
open~| @ Jootlempice3/domnloads/SLCNMSD9

2021-08-03 14:07:00 :
Job started: 8TNHRT

2021-08-03 14:58:16
tasked agent SLCNMSDS to run comnand ipconfig /all

2021-08-03 15:05:13 :

description : Intel(R) s2574L Glgabit Network Comnection

HACAddress : 00:50:56:AC:73:

OHCPEnabled  : False

1pAddress : 10:17.20.29,fes: 1517 bdds:baabierzc

Ipsubnet :

DerauLtIPGatensy © 10.17.20.1, ebo: 250:SOTF: Feac: 2239, FeBo: :250: 61T+ feac: 1161, Fes0: ¢
+feac:f7 ifeac:gasd, feso::

6ff
1250:56fF:fu
ff:

fe
€:F437,1eB0: 12501 56 Feac:15c1, fe00: :250: SGTF : feac: 1076, Feg0: 1250: P feac:a07  fea0: 12501567 fe:

:a00c, Feso: :250: :9b20, feso: : :9aae, fego: :
DNsserver : 214.100.100. 100

DNSHostName © DESKTOP-EICFTIK

ONSSUFFix : localdonain

Fig. 8. An Example of Command execution
result log file stored in a Open C2 server

agent IP 10.17.
agent 2
name

03 14:57:43
command ipconfig /all
result Deser ipt ion

datetime 20

Intel(R) B2574L Gigabit Metwork Connect ion

MACAddress 00:50:56+AC 73:50
DHCPENsD ed Falze
IPAddress 10.17,20, 29,1880+ 1511 :bddS-bdsh e72c

1PSubret 255,255,250, 64
Default [Photensy : 10.17.20.1,1eB0: 250 5611 - feac: 2239, 1B0: -250:561f feac 1161, fed0: :250:56¢1 feac
6089, FeA0: 250 5671 1 eac: {795, 1e80: 2501551 f :eac 376e, { eA0: :250:561f :feac: 549d
,1e80: :250:561 f +1 eac  aced, FeB0: :250:56H1 { eaci115, feB0: :250: 5611 :feac: 1124, f B0
25055611 : feac:Sda, 680 250: 561§ + eac: 9501, f280: 1250 5671 :1 eac: 41 b2, 1280+ : 250
SBFf :{ea0: 235, fB0: :250:56f1 :f cac: 4896, 160: :250:561f :feac 162b,  £B0: :250:56fF :f
£ac:236a, 1280 :250:561 f :{ eac:409d, 2801 :250: 5611 :feac: 130 , 1680+ :250:5611 :feac:3
069, 1280+ :250:5611 :F eac:6le, 1 290: 1250 561 f :1 eac:£310, 1280 :250: 561 :feac:9eSf , 1
280 :250: 5611 :feacteda, fe60: 1250 5611 :fean: 7550, 180: :250:561f 1 eac: 79a2, feB0: 12
E0:5611 feac 2358, feB0: 75015801 {eac: 354,180 750 5611 :feac:3ade, fe80: :250:561
f:feac:T767,1e80: 250:561{ :feac 7138, 1880 : ‘250 561 :{eac:B85A, 1680 250 S6( 1 fea
©£:197c, 1880 250+ SBM {feac:c172, 1680 1250/ 5611 feac: dbes, foB0: 250 5611 f eac: B5c
3,fe80: 250 5671+ eac: 326, 1880 250561 :feac BS6C, {680 :250:5611 :feac: 8583, fed
0::250:5611 feac: 129, fe60: 1250 5671 1eac 112, 1880: :250:5611 :eac 998h, 1850 25
0:5511 :feac {d3h, 1880 :250:561  feac: ai54, feaD: 250: 5611 :feac: 00, fea0: :250:561
1 :feac:S635,1eA0: :250:561{ feac:{bdl, 1280: 250 5671 :{eac:ae3l, 1eB0: 2505611 fea
©:2851, 180 :250: 551 :feac:c355, 1eB0: :250:561f feac:{ 3ec, FeB0: :250:56F 1 :f eacief{
7,eB0: :250:56Ff :f eac:99d1 ,12B0: :250: 561 { :feac:4002, { €B0: :250:561f :f cac: 6382, fedl
0::250:561f :f sa0: 6310, fB0: :250:56f1 11 eac: 1072, 1680: :250: 561 f : eac: 3711, 1680: :25
D:S61f :feas {285, 1680 :250:561 f feac: 3233, 1e80: :250: 5611 :feac: 1437, f 280: :250:561
11feaci15c1,1280: :250:561f 11 eac: 1076, 1280: :250:561 1 :{ eac:a07, f8D: 1250: 5671 i ac
a00c, F290: 1250 5671 :1 2ac: 020, 1280: :250: 5611 :feac 9ase, f 680 :250:561 :f eac: 0822

DNsSErver : 214,100,700,100
DNSHost Nae + DESKTOP-ETCFTUK
NS £ i lacaldonain

Fig. 9. An Example of Command execution
result stored in iRF
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